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The purpose of this document is to detail how to set-up an outbound SMTP connector to

Securemail or Branding on Zimbra.

When you need to route all outgoing mail through iMail Securemail or iMail Branding,

and that MTA requires that you authenticate, certain settings in postfix are required.
To do this you will need to:

e Use smtp-securemail.iMail.com as the outgoing relay.
e Use port number 25.

e Set the username as provided by support or the portal.
e Set the password provided by support or the portal.

e Run all commands as the Zimbra user.

e From the command line:

zmprov ms server.domain.com zimbraMtaRelayHost smtp-securemail.synaq.co

m

e Create a text file mapping which name/password should be used for each given

outbound destination:
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echo smtp-securemail.synaq.com username:password > /opt/zimbra/conf/rel
ay_passwonrd

e Create a postfix lookup table:

postmap /opt/zimbra/conf/relay password

e To test that the lookup table is correct, the following should

return username:password:

postmap -q smtp-securemail.synaq.com /opt/zimbra/conf/relay_password

e Configure postfix to use the new password map:

postconf -e smtp sasl password maps=hash:/opt/zimbra/conf/relay passwor
d

On 8.0:

zmlocalconfig -e postfix_smtp_sasl password _maps=hash:/opt/zimbra/conf/
relay password

On 8.5 and later:

zmprov ms <server> zimbraMtaSmtpSaslPasswordMaps lmdb:/opt/zimbra/conf/
relay passwonrd

e Configure postfix to use SSL authentication:

postconf -e smtp_sasl auth_enable=yes
On 8.0:
zmlocalconfig -e postfix_smtp_sasl auth_enable=yes

On 8.5 and later:

zmprov ms <server> zimbraMtaSmtpSaslAuthEnable yes

e Configure postfix to use the outgoing server name rather than the canonical server
name:
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postconf -e smtp_cname_overrides_servername=no

On 8.0:
zmlocalconfig -e postfix_smtp_cname_overrides_servername=no
On 8.5 and later:

zmprov ms <server> zimbraMtaSmtpCnameOverridesServername no

e Restart postfix:

Pre 8.0:
postfix reload
8.0 and later:

no need to reload, updates will be automatic within 2 minutes

e AsZimbra user:

postconf -e smtp tls security level=may
On 8.0:
zmlocalconfig -e postfix_smtp_tls security level=may

On 8.5 and later:

zmprov ms <server> zimbraMtaSmtpTlsSecuritylevel may

Pre 8.0:
postfix reload
On 8.0 and later:

reload is not necessary, it will automatically update within 2 minutes.
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