
  

 

The Crescent Office Park, 3 Eglin Road, Sunninghill, Johannesburg. 

PO BOX 342, Strathavon, Sandton 2031 Tel +27112623632 Fax +27866378868   www.iMail.com  

VAT 4260108842 REG 1966/005897/07       Copyright © iMail (Pty) Ltd.  All rights reserved.  

 

 

 

 

 

 

 

 

 

 

 

 

 

iMail Outbound Connector for Office 

365 Setup Guide – ver 1.1 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

 

The Crescent Office Park, 3 Eglin Road, Sunninghill, Johannesburg. 

PO BOX 342, Strathavon, Sandton 2031 Tel +27112623632 Fax +27866378868   www.iMail.com  

VAT 4260108842 REG 1966/005897/07       Copyright © iMail (Pty) Ltd.  All rights reserved.  

 

 

1. Purpose 
 

The purpose of this document is to detail how to set-up an SMTP connector on Office 365 

to Securemail. 

 

2. iMail  Securemail – O365 Set-up  
 

2.1. Step 1 – DNS Changes 
 

Before iMail Securemail can be set-up within O365, an addition to your existing SPF 

record already in place for O365, needs to be added. 

 

 Add the following entry to your SPF record:  

             "v=spf1 include:_spf-securemail.iMail.com -all"  

 

2.2. Step 2 – Configuring the Securemail Connector 
 
 

 Login to your O365 portal and click on drop down “Admin Centers” on the left-

hand side of your screen. 
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 Click on the “Mail Flow” drop down from your menu and click on “Connectors” 

 

 

 

 

 

 

 

 

 

 

 

 

 Click on “+Add a connector” sign to create new connector. 

 

 

 

 

 

 

 

 

 A window will pop up to specify the mail flow scenario. 

 Select – From: “Office365” and To: “Partner Organization”. 
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 Click “Next”. 

 

 A new window will pop up requesting you to name the connector (we recommend 

using “SYNAQ Securemail” for correct reference in future). 

 
 

 

 

 

 

 

 

 

 

 

 

 

 Select “Next”. 

 The next window will ask “when do you want to use the connector?” Select “Only 

when I have a transport rule set up that redirects messages to this connector” option. 

 
 

 

 

 

 

 

 

 Click “Next”. 

 Select the “Route email through these smart hosts” option and input iMail smart 

host smtp-securemail.iMail.com  
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 Click on the blue plus button to confirm the use of the iMail Smart Host.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 Click “Next”. 

 The next screen will ask: “How should Office 365 connect to your partner 

organization's email server?”  

 Select the “Always use Transport Layer Security (TLS) to secure the connection 

(recommended)” option. 
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 Click “Next”. 

 The next screen will ask you to validate the connector.  

 Input an external mail address, example: debug@iMail.com and;  

 Click on the blue plus button to add that email for validation usage. 

 Click on “Validate” to verify the Connector settings. 

 

 

 

 

 

 

 

 

 

 

 

 Validation in progress is what you will see next. 

 

 

mailto:debug@synaq.com
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 Please note: even though the validation will fail, this is not a concern and does not 

cause any issues. Click on “Next” to continue. 

 

 
 

 

 

 

 

 

 

 

 Since it failed validation, you will be prompted to confirm that “Do you really want to 

go without successful validation?” Please click on YES to accept and proceed. 
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 Finally click on “Create Connector” which will now be used for the next section. 

 
 

2.3. Step 3 – Creating Securemail Transport Rule 
 

In order to make use of the Send Connector we just created in point 2.2. Transport layer 

rules will need to be put in place to re-direct the mail correctly to the Send Connector. 

 

 Select “Rules” from the drop-down menu “Mail Flow”  

 

 

 

 

 

 

 

 

 

 Select the “+” sign and choose the “create new rule” option. 
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 A “new rule” window will pop up. Click on “more options” at the bottom of the window 

(if you do not click on this, you will not be presented with all of the relevant options 

to configure the rule). 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 Input/select the following information: 

- Name: Input “iMail  Securemail Rules”  

- Apply this rule if: Select “The sender” and “domain is” 

 

 

 This will prompt a new window requesting you to “specify domain”. 
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 Input your own company domain, that require the mail to be routed to the Send 

Connector. 

 Click the “+” sign and then click “Ok”. 

 

 

 

 

 

 

 

 
 

 Under the “Do the following” option, select “redirect the messages to” and select “the 

following connector”. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 Select the “SYNAQ Securemail” Connector. 
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 We will need to add an “Exception” to bypass automatic replies from being sent 

through the Connector. 

 Click “Add Exception” and choose options “The Message Properties” -> “Include the 

Message Type”. 

 

 

 Choose from the list “Automatic Reply” and click on “Ok”. 

 

 

 

 

 

 

 

 At the bottom of the page, click on “Save” to complete the setup of the rules. 
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2.4. Step 4 – Turning Off Rich Text 
 

 

 Select “remote domains” from the main menu options at the top of the screen. 

 

 

 

 

 

 

 

 

 

 Edit the default rule clicking on “Edit text and character set”. 

 

 

 

 

 

 

 

 

 

 

 

 Under “use rich-text format” select “Never”. 
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 Lastly, click “Save”. 

 

2.5. Allowing iMail IP range through Spam Filter  
 

To ensure iMail emails are delivered to your Microsoft 365 mailboxes, you will need to 

add iMail IPs to your IP Allow List in Exchange Online.  

 

 Open the Security & Compliance Centre in Admin Centre. 
 

 
 

 

 

 

 

 

 

 

 

 

 

 Navigate to Threat management > Policy > Anti-Spam. 
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 On the Anti-Spam settings page, expand Connection filter policy by clicking the 

downward arrow. 

 Click “Edit Policy”. 
 

 

 In the Default flyout, find IP Allow List and click “Edit”. 

 In the Address or address range box, click “Add +” and enter the iMail IP:  

196.35198.0/24 

 Click “Save”. 
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